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Abstract

Asapplication-speci�cinstructionsetprocessors (ASIPs)
arebeingincreasinglyusedin mobileembeddedsystems,the
ubiquitousnetworkingconnectionshaveexposedthesesys-
temsunder various malicioussecurityattacks, which may
alter the program coderunning on the systems. In addi-
tion, softerrors in microprocessorscanalsochangeprogram
codeand result in systemmalfunction. At the instruction
level, all codemodi�cations are manifestedas bit �ips. In
this work, we presenta generalizedmethodology for moni-
toring codeintegrity at run-timein ASIPs,whereboththein-
structionsetarchitecture (ISA)andtheunderlyingmicroar-
chitecturecanbecustomizedfor a particular applicationdo-
main.Basedon themicrooperation-basedmonitoringarchi-
tecture that wehavepresentedin previouswork,wepropose
a compiler-assistedandapplication-controlled management
approach for themonitoringarchitecture. Experimentalre-
sultsshowthat comparedwith theOS-managedschemeand
other compiler-assistedschemes,our approach can detect
programcodeintegrity compromiseswith much lessperfor-
mancedegradation.

1 Intr oduction

Reliability and security have becomecritical concerns
for embeddedprocessors.As technologiesscaledown to
the 10nm regime, transistorsaregettingsmallerandfaster.
At the sametime, becauseof lower thresholdvoltagesand
tighternoisemargins,theprobabilityof transientfaults,also
known assoft errors, hasincreaseddramatically[13]. Dif-
ferentfrom thepermanentphysicaldamagesin circuits(hard
faults),soft errorsareintermittenttransientfaults.They can
betriggeredby externaleventssuchascosmicraysandonly
changestoredvaluesor signaltransfers.Thus,they canes-
capetestingandfaultanalysiseasily. Softerrorsmaychange
programcodeexecutedin processorsandcausethemalfunc-
tion of computersystems.At a highersystemlevel, secu-
rity hasemerged as a new systemdesigngoal in addition
to the traditionaldesignmetricsof performanceandpower
consumption[11]. The vulnerability of systemsto mali-
cioussoftwareattackshasbeenincreaseddramaticallydue
to the increaseof embeddedsoftwarecontentsandthe per-
vasive networking connections.Many securityattacks,in-
cluding buffer over�ow and fault injection attacks,exploit
weaknessesin acomputersystemandexecutemodi�ed code

� Acknowledgments: This work was supportedby NSF
grantCCF-0541102andNSFCAREERaward0644188.

for maliciouspurposes.At theinstructionlevel, any codeal-
terationis manifestedasbit �ips . Monitoring programcode
integrity candetectany changesmadeto the programcode
andthusallows the systemto take properactionsto defend
againstattacksor recover from errors.A singlemonitorcan
serve for bothreliability andsecuritypurposes.

We are interestedin embeddingprogramcodeintegrity
monitoringmechanismsin Application-Speci�c Instruction
setProcessors(ASIPs),whichhaveemergedasanimportant
designchoicefor embeddedsystemsbecausethey combine
the�e xibility of softwarewith theenergy-ef�ciency andhigh
performanceof dedicatedhardware extensions[6]. ASIPs
target a speci�c applicationdomain,andallow designersto
customizeboththeinstructionsetarchitecture(ISA) andthe
underlying microarchitecturefor the speci�c applications.
Very oftenthetargetapplicationsarewell understoodat the
designstage.Hence,usefulapplicationcharacteristicscanbe
extractedfor improving run-timeperformance.ASIPsalso
provide a goodplatformfor integratingcodeintegrity mon-
itoring mechanismsinto thedesignprocessbecauseof their
�e xibility in customizingbothISA andmicroarchitecture.

1.1 Paper Overview and Contrib utions

In thispaper, weproposeacompiler-assistedapproachfor
reducingperformanceoverheadof a programcodeintegrity
monitorpresentedin [5]. Themonitorensuresthattheexecu-
tion of a programdoesnot deviate from its expectedbehav-
ior by comparingthedynamicexecutionpropertiescollected
at run-timewith theexpectedones.Whena mismatchis de-
tected,themonitorthrowsanexceptionto triggerappropriate
remedymechanisms.

Although thereareotherhardware-assistedarchitectural
mechanismsfor securitypurposes[4], their separatehard-
waremodulesarenot directly coupledwith microprocessors
andthusthey usuallyresultin considerableperformanceand
hardwareoverheads.In our proposedmethod,both the ISA
andunderlyingmicroarchitectureareenhancedto incorpo-
rate the code monitoring mechanismthrough microopera-
tion1 speci�cation. The hardwaremonitor is seamlesslyin-
tegratedwith theprocessorpipeline. Thereforetheareaand
performanceoverheadsaresmall.

To further reducetheperformanceoverhead,we propose
an approachthat allows applicationsto managethe moni-
toring resources,with the assistanceof the compiler. With
the executioncharacteristicsof embeddedapplicationscol-
lected,themonitorcanbeutilized moreef�ciently andthus

1Microoperationsareelementaryoperationsperformedondatastoredin
datapathregisters.



incurlowerperformanceoverheadthanusingotherOS-based
or application-basedmanagementschemes.

The remainderof the paperis organizedasfollows. We
�rst giveasurvey of therelevantpreviouswork in Section2.
Section3 brie�y describesthemonitoringarchitecture.Sec-
tion 4 detailsthecompiler-assistedmanagementschemefor
themonitoringarchitecture.Section5 presentsexperimental
resultsandSection6 drawsconclusions.

2 RelatedWork

Monitoringcodeintegrity atrun-timehelpscomputersys-
temsdefendagainstmaliciousattacksandrecover from soft
errors.Therehasbeena lot of work on thesetwo problems.
However, mostwork stayseitherat high level (softwareap-
proach)or low level (hardware-basedapproach)andtargets
individualproblemonly.

To prevent securityattacksthat executemaliciouscode,
checkpointscanbeplacedat oneor multiple softwarelayers
in asystem.However, therearealwaysnew attacksemerging
to circumvent the checkpointsplacedat certainstages.For
example,theOSmaychecktheintegrity andauthenticityof
aprogrambeforeloadingit intomemory. Thecode,however,
canbemodi�ed in memoryby attackersafterthecheckpoint.

Severalhardwareapproacheshave beenproposedto pro-
tect the codewhen it is storedin memory [7] [14]. They
focus on the memorysystemand assumethe processorit-
self is secure.Nevertheless,the instructionsmaybealtered
whenbeingtransferredinto theprocessoror whenstoredin
the instructionwindow dueto soft errorsor injectedfaults.
In addition,encryptionanddecryptionof instructionsat run-
timerequireverysophisticatedcryptographicenginesandof-
tendegradethesystemperformance.Zhanget al. proposed
a separatesecureco-processorfor monitoringcritical kernel
datastructures[16]. Thesecureco-processor, however, is too
expensive to beusedin low-endcomputingdevices.

Typical approachesto countersoft errorsrely on redun-
dantresources.An operationis performedin several identi-
calcircuitssimultaneouslyor in onecircuit atdifferenttimes.
Any discrepanciesamongtheresultsindicatesofterrors.For
example,the Boeing 777 aircraft hasthreeprocessorsand
databuses[15]. Redundancy of hardwareis normallyexpen-
sive, especiallyfor embeddedsystemdesignwhereboththe
sizeandcostarecritical. SWIFTaddressestheproblemwith
softwareapproaches[12]. An operationis performedtwice
with two copiesof codeon different registerswith identi-
cal values.Thismethodcannotdetectmultiple-bit faultsand
assumesthata processorhassuf�cient resourcesin parallel
(registersand functional units) to executeredundantcodes
withoutsigni�cant performancedegradation.

Recently, Arora et al. proposeda run-time monitoring
mechanismimplementedwith hardware[4], to monitor the
integrity of instructionstreamsandthe inter-proceduraland
intra-proceduralcontrol �o w aswell. Their monitor is sepa-
ratedfrom thepipeline,introducinglong latencies,andthus
haslarge performanceoverhead.Our monitor presentedin
[5] is integratedinto pipelinestagesseamlessly, andthemon-
itoring operationsarehiddenby critical pathsof theproces-
sorpipeline. Thereforeour methoddoesnot slow down the
processor's cycle time.

Ragelet al. proposedIMPRESto monitorprocessorreli-
ability andsecurity, in which a specialregisterstorestheex-
pectedchecksumof a basicblock andthevalueis compared
with thechecksumgeneratedat run-time[10]. Theirmethod

relieson insertinganextra instructionin everybasicblockto
setchecksumin thespecialregister, andthusresultsin sig-
ni�cant codesizeincreaseandperformancedegradation.Our
work is similar to theirsin termsof compiler-assistedman-
agementof themonitoringarchitecture.However, ourmoni-
tor is morecapablethantheirsandallowsusto utilize execu-
tion characteristicsof applicationsto achieve muchsmaller
performanceoverhead.

Themonitorweproposedin [5] hasaninternaltablecou-
pledwith theprocessorpipelineto storeexpectedbehaviors
of programs.In [5], we assumedthe on-chiptableis man-
agedby the operatingsystem(OS).Whenever the program
in executiondemonstratesabehavior thatcannotbefoundin
thetable,theOSwill takeovercontrol. It canupdatetheon-
chipexpectedbehavior table.Althoughtheschemehasmany
advantages,theinvolvementof OSintroducesnon-negligible
performanceoverhead. In this paper, we proposean al-
ternativeapproach,acompiler-assistedapplication-managed
scheme,for managingthe on-chipexpectedbehavior table.
Thenew approachincursmuchlowerperformanceoverhead.

3 CodeIntegrity Monitoring Ar chitecture

In this section,we �rst describethe programcode in-
tegrity monitor we proposedin [5] andthendiscussthe in-
ternalhashtable(IHT), oneof theimportantcomponentsfor
storingexpectedbehaviors of programs.

3.1 CodeIntegrity Monitoring Ar chitecture

We monitorcodeintegrity by comparingtwo hashvalues
of instructionstreamsashashvaluesarea goodindicatorof
codeintegrity. Any codechangesbetweentwo hashcompu-
tationsresultin differenthasheswith high probabilities.We
computeonehashvaluebeforeaprogramstartsandconsider
it astheexpectedbehavior of theprogram.Theotherhashis
generatedby theprocessorat run-timeandconsideredasthe
dynamicbehavior of theprogram.Differenthashesindicate
that the codehaschanged.The errorsthat canbe detected
are determinedby the hashalgorithms. In [5], we started
with a widely adoptedassumptionof simplefaults: consid-
eringonly a singlebit �ip in a basicblock of programcode,
andemployedasimplechecksumfunction,XOR.

Thegranularitylevel to characterizetheprogram's prop-
erties(computehashin our method)affectsthedesigncom-
plexity andeffectivenessgreatly. We selectedto monitorthe
codeintegrity at thebasicblock level [5] becausea) it is easy
to detecttherangeof basicblockswith hardware,b) thehash
of instructionsin a basicblock can be computedeasily at
run-timeandbeforethe programstarts,andc) any changes
to thecodearedetectedpromptlyat theendof basicblocks,
asmostof themhave lessthan100instructions.

The location of the codemonitoring mechanismis also
crucial for capturingmorepotentialcodechanges.We de-
cidedto incorporatethemonitoringmechanisminto thepro-
cessorpipelineandperformthe checkingin the instruction
fetch (IF) anddecode(ID) stages.By doingso,we cande-
tect any codealterationsthat take placebeforeinstructions
arefetchedinto theprocessorpipeline.

Figure1 depictstheconceptualblockdiagramof thepro-
posedmonitoringarchitecture.Theoriginal processordata-
pathis representedby a typical in-order� ve-stagepipeline.
Thepipelinestagesinteractwith the instructioncache,data
cache,andcontrol logic. For the purposeof codemonitor-
ing, the pipelineis extendedwith a CodeIntegrity Checker



(CIC), wherean internalhashtable(IHT) is setup to store
expectedhashvalues,a hashfunctionalunit (HASHFU) to
computethe propertiesof the programin execution,anda
comparator(COMP) to detectdeviation of programexecu-
tion from the permissiblebehavior at run-time. Exception
signalswill beassertedwhenahashmismatchis found.The
OSor recoverycodewill benoti�ed to respondwith actions,
e.g.,terminatingtheprogram.

In theIHT, eachentryis a tuple(Addst ; H ASH ) associ-
atedwith a basicblock, whereAddst is thestartingaddress
of thebasicblock andH ASH theexpectedhashof instruc-
tionsin thebasicblock.

IF       ID       EXE     MEM     WR

HashAddst HashAddst

Current 
Address (PC)

HASHFU

COMP

Processor
Control

Instruction (IR)

Exception

Code Integrity Checker

Processor Datapath

IHT

Instr.
Cache

Loading hash 
value from FHT

Figure 1. Bloc k diagram of the proposed mon­
itoring architecture

In the IF stage,after an instructionis fetchedandstored
in theinstructionregisterIR, it is alsofed into HASHFU.A
control signaldecideswhetherHASHFU shouldstartcom-
puting hashfor a new basicblock or continueupdatingthe
accumulatedhashfor the current basic block. In the ID
stage,if aninstructionis detectedindicatingtheendof a ba-
sic block, i.e., a control �o w transferinstruction,the IHT is
searchedfor theexpectedhashvaluefor thebasicblock. If
the basicblock is found in IHT, two hashes,the expected
hashandthedynamichash,arecompared.A controlsignal
is alsogeneratednow to notify HASHFUto startanew round
of hashcomputationfrom thenext instruction.

Sincethe CIC is incorporatedin the processorpipeline,
relatedmonitoringmicrooperationsaredistributedinto dif-
ferentstagesandarehiddenby the critical pathof the pro-
cessor. Thus,the CIC will not extendthe cycle time of the
processor. Moreover, sincethecodemonitoringmechanism
is working at themicrooperationlevel, a level below the in-
structions,themechanismcannotbebypassedby softwareor
compromisedby malicioususers,thusproviding aneffective
detectionmeasure.

3.2 Inter nal HashTable

The IHT, whereexpectedhashvaluesare stored,plays
an importantrole in the codeintegrity monitoringarchitec-
ture.Whenprogramexecutionproceedsto theendof abasic
block, the IHT is searchedfor the basicblock and its ex-
pectedhash. If the basicblock is found in the IHT andthe
dynamichashmatchestheexpectedone,it is a hashhit and
we considerthat thebasicblock is intact. If thebasicblock
is foundin theIHT but thedynamichashdoesnotmatchthe
expectedone(de�ned ashashmismatch), or thebasicblock
is not in the IHT at all (de�ned ashashmiss), anexception
is raisedwith differentsignalsindicatingthecause.TheOS

or recovery codewill take over the control anddecidehow
to respond.

OnecanconsidertheIHT asa cachefor thefull hashta-
ble (FHT), which storesthe expectedhashvaluefor all the
basicblocksin a program.TheIHT hasonly a limited num-
ber of entries,andthusit may be a subsetof the FHT. The
IHT managementis importantfor reducingtheperformance
overheadof CIC.

The IHT canbe managedby the OS [5]. With this ap-
proach,the compiler generatesthe expectedhashfor each
block. All thehashvaluesaresimply attachedto theappli-
cationcodeanddataand loadedinto a sectionof memory
managedby the OS when the applicationstarts. The hash
valuescanevenbecomputedafterbinarycodeis generated,
e.g.,by a specialprogramor the OS applicationloader. At
the endof a basicblock execution,an exceptioncausedby
a hashmismatchwill signaltheOSto terminatetheapplica-
tion. On a hashmiss,theFHT will besearched.If thebasic
block is found in theFHT, oneor morehashvalueswill be
loadedinto the IHT accordingto the selectedreplacement
policy. If thebasicblock is not in theFHT either, or thedy-
namichashis differentfrom theexpectedvalue,theOSmay
terminatetheprogram.

TheOSmanagedschemehasseveraladvantages.It does
not increasethe complexity of compilersvery much, and
doesnot changethe codesize at all. In the OS managed
scheme,theloadingof expectedhashvaluesis determinedby
dynamicexecutionpaths,whicharenotavailableatcompile-
time. However, theoff-chip memoryaccessesfor searching
the FHT on hashmissesintroducesigni�cant performance
overhead.

Alternatively, theexpectedhashvaluescanbeloadedinto
the IHT by applications,as seenin [10]. If applications
managetheIHT, compilersneedto insertatproperlocations
in programsthe instructionsthat loadexpectedhashvalues,
which can be encodedas immediateor obtainedfrom the
datacacheor memory. Although thereis considerableper-
formanceoverheadin the approachpresentedin [10], e.g.,
18%for applicationadpcm:encode, wefoundthattheinef�-
ciency doesnotcomefromthecompiler-assistedmechanism.
Becauseat compile-time, there is plenty of application-
speci�c informationthatmayhelpachieve higheref�ciency.
Thepreviousapplication-managedapproach,however, does
not utilize this kind of information. It simply treatsa pro-
gramasa seriesof basicblockswith instructionstreamsin,
andmonitorstheintegrity of eachbasicblockseparately. The
correlationbetweenbasicblocksin aprogramis notexposed
at compile-timefor laterdynamicmonitoring. In this paper,
we proposean approachto exploit the temporallocality of
programbasicblocks for betterperformance.We de�ne a
hash-loadinginstructionthat speci�es explicitly what hash
valueis loadedinto whichentryin theIHT. Wethenpropose
aneffective algorithmto locatetheappropriatelocationsfor
insertinghashtableloadinginstructionsand�nd therelated
basicblocksthat eachloadinginstructioncovers. With so-
phisticatedapplication-controlledIHT management,assisted
by compiler, andthe correspondingmicroarchitecturalsup-
port,we canutilize theprogramcodeintegrity monitorwith
muchlessperformancedegradation.

Our previouswork focusedon microarchitecturalmodi�-
cationsfor monitoringandassumedanOSis in placeto han-
dle IHT missesandreplacements[5]. In thiswork, weadopt
thesimilarrun-timemonitoringmicroarchitecture.However,
westudyalternativeapplication-controlledIHT management
schemes.



4 Application-controlled IHT Management

We proposea compiler-assistedapplication-controlled
IHT managementscheme,where the hashvaluesof a se-
ries of basicblockscanbe pre-loadedto on-chipresources
for monitoringthe executionin a time window. Beforethe
executionreachesthe endof a basicblock, the correspond-
ing hashshouldhave beenplacedin the IHT for run-time
integrity checking.This is verychallenging.

Previousresearchwork hasshown thatloadingtheproper
hashvalue in eachbasic block introducesa considerable
performanceoverheadto applicationexecution [10]. Our
approachdiffers from the previous work by exploiting
application-speci�cinformationfor improving performance.
With themulti-entry IHT, we areableto loadmultiple hash
valuesonceinto theIHT but to monitorseveralbasicblocks
thataregoing to executeconsecutively andrepeatedly. The
in-processorIHT is actingasa cacheto the full hashtable
(FHT) in memory. Similar to the cacheprefetchingtech-
niques[8], ourapproachexploits theapplication-speci�cex-
ecutioncharacteristicsto directthepreloadingof IHT values
for reducingtheperformanceoverhead.TheIHT will bebet-
terutilized if thehashvaluesfor thebasicblocksinvolvedin
frequentlyexecutedloopsarepre-loadedtogether. Figure2
illustratesonesimplecontrol �o w graph(CFG)examplefor
a program,whereseveral nodes,bb1, bb2, andbb3, form a
loop. Eachnoderepresentsa basicblock, andthe edgebe-
tweennodesindicatescontrol �o w, e.g., at the endof bb1,
the programcontrol �o w is transferredto bb2. Eachedge
is labeledwith its executionfrequency obtainedfrom pro�l-
ing. For eachnode,thetotalweightof theincomingedgesis
equalto thatof theoutgoingedges.Assumethenumberof
IHT entriesis 4, thehashvaluesof thethreebasicblockscan
beloadedonly oncebeforetheloop is executed(i.e., in bb0),
andall the loop iterationscanbe monitoredthereafter. We
de�ne thecostof IHT loadingonaper-entrybasis,e.g.,when
loadingthehashvaluesfor thethreebasicblocksin theloop
oncein bb0, the loadingcost is 3 time units. Note that the
time unit is determinedby the datacacheaccesstime (nor-
mally onecycle). However, in thechecksumregisterscheme,
everybasicblockexecutionhasto loadits hashonce,andthe
total loadingcost for the loop is 3(n + 1) time units. It is
intuitive to seethatburstingpre-loadingcanreducetheper-
formanceoverheadgreatly.

bb1

bb2

bb3

1

n+1
n

n+1

1

bb0

bb1

bb2

bb3

1

n+1
n

n+1

1

bb0

Figure 2. A simple CFG with a loop

4.1 ProblemDe�nition

The problemthenboils down to �nd an optimal loading
policy for the IHT with a �x ed numberof entriesfor any

programs,so that the IHT loading overheadis reducedto
minimum. A strict requirementis posedon theloadingpol-
icy: it shouldguaranteethat thehashvalueof a basicblock
is alreadyin the IHT beforethe basicblock �nishes execu-
tion. Therefore,a hashmissindicatesa behavior violation,
and the FHT is not searchedby the OS. With multiple en-
tries in the IHT, the programCFG is analyzedat a coarser
granularitythanthe basicblock level to minimize the load-
ing overhead.Wede�ne abasicblockclusterasasetof basic
blocksthat have their hashvaluesloadedto the IHT at the
sametime in onebatch. Only whenthe programexecution
switchesfrom oneclusterto another, thecontentsof theIHT
is changed.This is similar to context switching in process
management.We needto seekan algorithmfor clustering
the basicblocks in a programto minimize the inter-cluster
switchingoverhead,with theconstraintof maximumcluster
sizebeingdeterminedby thesizeof theIHT.

At run-time,whena programis executed,differentbasic
blocks may have different executionfrequenciesand there
maybevariouspathsconsistingof differentbasicblockstra-
versed. We obtain the frequency information for the basic
block nodesandcontrol �o w transferedgesfrom pro�ling
andintegrateit in theprogramCFG,whereeachedgeis la-
beledwith its executiontimes. Theproblemis thenformu-
lated as follows. The CFG of a program,G(V; E ; W ), is
given, whereV representsthe setof basicblock nodesv1,
v2, � � �, vn , E is thesetof edgesei;j , with i referringto the
sourcenodeindex for thisedgeandj thedestinationnodein-
dex, andW denotesthesetof edgeweights,wi;j . Thegraph
is partitionedto many clustersc1, c2, � � �, cm , wherethenum-
ber of clustersm is not �x ed, and the numberof nodesin
eachclusteris lessthanthe sizeof the IHT, K , so that the
total inter-clusterswitchingcost is minimum (we will give
thedetailedcostfunctionlater).

4.2 Algorithm Description

A graphpartitioningproblemasdescribedaboveis known
to be NP-complete.We develop our iterative-improvement
basedheuristicalgorithmfor this problem.Algorithm 1 be-
low shows the pseudocode. The input is the CFG of the
programandthetotal numberof entriesin theIHT (K ). We
alsosetothertwo constraintsfor our iterative-improvement
algorithm,themaximumiterationsallowed (R) andtheup-
per limit for cost increaseafter oneiteration(M ). We �rst
constructa simple initial clusteringsolution,andour algo-
rithm will improve thesolutionthroughiterations.Theout-
ermostloop of thealgorithm(Lines4-36 in Algorithm 1) is
for controlling themaximumnumberof nodesallowed in a
cluster, num. The num startsfrom 2, andscalesup with
a stepof 1 for eachrounduntil it reachesthe physical con-
straint,thenumberof entriesin the IHT (K ). Throughthis
�ne-grainedcontrol, the designspaceof clusteringscanbe
morethoroughlyexploredfor thebestsolution.

As edgesin a CFG representcontrol �o w transfers,and
henceindicatepossibleexecutionpaths,it is intuitivetoplace
several consecutive basicblocks into one clusterand load
their hashvaluesat one time. Thus, insteadof randomly
constructinga clusteringsolution to startwith, we employ
a depth-�rst-search(DFS)methodto generatethe initial so-
lution (Line 2 in Algorithm 1). All the nodesin a CFG are
sortedin a DFSorder, andnodesthatareconnectedarecan-
didatesfor elementsin multi-nodeclusters.

For a clusteringsolution, two lists can be generated:a
singlenodelist anda multi-nodeclusterlist. Eachimprove-



mentiterationcontainstwo phases(Lines6-34). At phase1
(Lines9-18),eachmulti-nodeclusterejectsonenodewhich
resultsin the leastcostincrease.At phase2 (Lines 19-28),
eachsinglenodeis goingto searchall its connectedclusters
for theonewhich,whenmergedwith thenode,decreasesthe
costmost. To reducethe possibility of the solutionsearch-
ing stayingin a local minimum (e.g.,at phase1, a nodeis
ejectedfrom a cluster, andat phase2, theclusteris selected
to mergewith this nodeagain), we processthenodesin the
singlenodelist in a randomorderatphase2.

Thecostsfor movesemployedin phases1 and2 areeval-
uatedseparately, asillustratedin Figure3. Thetop direction
(from left graph(a) to right graph(b)) demonstratesthecase
whena clusteri of sizes is ejectinga nodej . And thebot-
tom direction(from (b) to (a)) is for the caseof nodej be-
ing mergedto clusteri 0. � coste and� costm arede�ned as
thecostincreasefor anejectingmove anda merging move,
respectively. In graph(a), the incomingedgesof clusteri
canbeclassi�ed into two categories: thosewith their desti-
nationasnodej andthosethat point to othernodesin the
cluster. The total weightsfor thesetwo categoriesof edges
arep andq, respectively. Similarly, the outgoingedgesof
clusteri canbe put into two categoriesas well, with their
total weightsaso andr . Nodej alsohasotherinternalin-
comingandoutgoingedges,with their weightsasm andn.
When nodej is ejected,the internal edgesbetweenj and
othernodesin clusteri becomeinter-clusteredges,andwill
introduceloadingcosts. Also, edgeswith weight q change
theirdestinations(from clusteri with sizes to clusteri 0 with
sizes � 1). Edgeswith weight p changetheir destinations
from clusteri to nodej (sizechangefrom s to 1). Thesefour
edges,p;q; m; n, causeloadingcostchanges.Equation(1)
givesthe total costincreasefor ejectingnodej , whereeach
inter-clusterloadingcost is the productof edgeweight and
thesizeof thedestinationcluster.
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Figure 3. Costs of diff erent moves

� coste(nodej ; cluster i )
= m � 1 + n � (s � 1) + p � 1 + q � (s � 1) � p � s � q � s
= m + n(s � 1) + p(1 � s) � q (1)

Thebottomdirectionin Figure3 shows theconversecase
whena nodej is merging into a clusteri 0. Thecostincrease
for themergingmove is givenin Equation(2).

� costm (nodej ; cluster i 0) = p� (s� 1)+ q� n � (s� 1) � m
(2)

Algorithm 1 CFGClustering
Input: CFG - G(V; E ; W ), total numberof entriesin the

IHT - K , iteration stop cost criterion - M , maximum
iterationsallowed- R

Output: optimalclusteredCFGwith theminimumcost
1: settheinitial maximumclustersizenum = 2;
2: Performdepth-�rst-search,DFS(G; num), for a sorted

list of nodes,gettheinitial clusteringsolutionS0;
3: Snew = S0;
4: while num < K do
5: counter=0;
6: while counter < R andcostpass < M do
7: S = Snew ; costpass =0;
8: gettwo lists for S: singlenodelist andclusterlist;
9: for eachclusterclr i in theclusterlist do

10: nsl ect =null, � coste(null,clr i ) = 1 ;
11: for eachnoden j in clr i do
12: if � coste(nj ; clr i ) < � coste(nsel ect ; clr i )

then
13: nsel ect = nj ;
14: end if
15: end for
16: ejectnsel ect from clr i to singlenodelist, update

theclusterlist;
17: costpass = costpass + � coste(nsel ect ; clr i );
18: end for
19: for eachnoden j in singlenodelist do
20: clr sel ect =null, � costm (nj ;null) = 1 ;
21: for eachclusterclr i thatnj is connectedto do
22: if � costm (nj ; clr i ) < � costm (nj ; clr sel ect )

andsizeof(clr i )< num then
23: clr sel ect = clr i ;
24: end if
25: end for
26: mergen j andclr sel ect , andupdatetheclusterlist

andsinglenodelist;
27: costpass = costpass + � costm (nj ; clr sel ect );
28: end for
29: anew clusteringsolutionSnew is generated;
30: if cost � M then
31: Snew = S;
32: end if
33: counter++;
34: endwhile
35: num++;
36: endwhile
37: Sf inal = Snew ;
38: output the �nal clusteringsolutionSf inal andthe total

cost.



By applying many suchejectingand merging moves in
a pass,eachiterationcanpossiblyreducethe loadingcost.
Thecostincreasefor aniterationis de�ned ascostpass . For
eachroundwith certainnum value,the iterationloop stops
wheneithercostpass reachesapre-setvalue(normallysetto
0 for convergence)or the numberof iterationshasreached
the maximumallowed value (Line 6 in Algorithm 1). Af-
ter K � 1 rounds,the �nal clusteringsolutionandthe total
loadingcostareoutput.

Thecomplexity of thealgorithmis N 2 �(K � 1)�M , where
N representsthetotalnumberof nodesin theCFG,K is the
sizeof the IHT, andM is the maximumallowed iterations.
Oursimulationresultsshow thatwith areasonablenumberof
iterations,theclusteringalgorithmcanachieve a signi�cant
reductionin the loadingoverheadcomparedto the scheme
of loadingchecksumvaluesat the beginning of every basic
block.

5 Experimental Results

In thissection,we�rst brie�y describethedesignmethod-
ology for incorporatinga programcode integrity monitor
into ASIPs,thenpresentexperimentalresultson evaluating
systemoverheadsof the codeintegrity monitor, and�nally
comparethemwith resultsof otherapproaches.

5.1 Hardware/Software Co­design Methodology
for the CodeIntegrity Monitor

We employed an automaticsynthesistool - ASIPMeis-
ter [1] to incorporatea programcodeintegrity monitor in an
embeddedprocessor. TheISA canbespeci�edto includean
IHT loading instruction,and the correspondingregular re-
sourcesfor thedatapathandextra hardwaremodulesfor the
monitorareselected.SynthesizableVHDL codefor thecus-
tom ASIP aregeneratedfrom theASIP MeisterHDL gener-
ator. Theassociatedretargetablesoftwaretoolset,including
a compiler, simulator, andassembler, is alsoautomatically
generatedfor the customizedprocessors.Due to the space
limit, weskip theimplementationdetails[5, 9].

5.2 Program CodeSizeImpact

We adoptedthe SUIF [3] tool set for programpro�ling
andobtainedtheCFGfor ourclusteringalgorithm.Giventhe
numberof entriesin theIHT, ourclusteringalgorithmcande-
terminewherein theprogramto insertloadinginstructions,
andhow many instructionsareinsertedtogetherfor acluster
of basicblocks.Boththecodesizeincreaseandloadingtime
overheadsareevaluatedat theendof ouralgorithm.

Figure 4 shows the code size of eight applicationsin
MiBench [2] for differenthashtablesizes(varying from 1,
2, 4, 8, to 16), normalizedto the original codesize with-
out themonitoringmechanism(no IHT). Whenthenumber
of entriesis 1, eachbasicblock hasits own loadinginstruc-
tion, andour approachdegeneratesto thechecksumloading
methodaspresentedin paper[10]. Theaveragecodesizein-
creaseratefor thecaseof 1-entryIHT is 5.13%.Thereason
for thesmall increaserateis thattheloadinginstructionsare
only insertedin eachbasicblock,which hasanaveragesize
of 10-100instructions.Whenthetablesizeis largerthanone,
loading instructionsare insertedat eachinter-clusteredge.
Thus,for many applications,theprogramcodesizeincreases
slightly asthetablesizeincreases.
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Figure 4. The normaliz ed code size of applica­
tions with the integrity monitoring mechanism

5.3 PerformanceImpact

The programperformancewill be degradedwith the in-
tegrity checkingmechanismbecauseadditionalinstructions
areexecutedat run-timeto load hashvalues. Table1 gives
detailedstatisticsfor run-timeprogramexecution.Column2
reportsthetotalnumberof programinstructionsexecutedfor
thebaselinearchitecturewithout codeintegrity monitor, i.e.,
asingle-issue6-stagePISAprocessor. Columns3-7give the
numberof extrainstructionsexecutedfor theenhancedarchi-
tectureswith anIHT of 1,2,4,8,and16entries,respectively.
Columns7-12givethecorrespondingperformanceoverhead.
Notethat theaverageloadingoverheadover theeightappli-
cationsis only 3.6% for 8 entries,and2.3% for 16 entries
with thebasicblockclusteringalgorithm.

As our approachdegeneratesto the methodpresented
in [10] whenthe IHT sizeis 1, we next make comparisons
betweenourapproachandthepreviousone.Figure5 demon-
stratesthenormalizedperformanceoverheadastheIHT size
variesfrom 1 to 16. The performanceoverheadis de�ned
as the total numberof loading instructionexecutionsnor-
malizedto the numberfor the caseof 1-entry IHT. Differ-
entcurvesrepresentdifferentbenchmarks,andeachdotona
curve correspondsto a IHT tablesize. Our experimentalre-
sultsshow thatfor all thebenchmarks,theperformanceover-
headdecreasesas the tablesize increases,especiallywhen
theIHT entrynumberreachesupto 8 or 16. Theaverageper-
formanceoverheadreductionfor a8-entryIHT is 49.5%,and
66.4%for a 16-entryIHT. With a considerableclustersize
(IHT tablesize),many loopsof basicblockscanbegrouped
into clusters.Thus,theloadingoverheadis greatlyreduced.

Theareaoverheadandthefault coverageandanalysisare
the samewith the OS-managedscheme.Pleaserefer to the
previouswork [5] for moredetails.

6 Conclusions
In thispaper, wepresentanapproachof compiler-assisted

architecturalsupportfor monitoring the programcode in-
tegrity in embeddedprocessors.A monitoringmechanism
is formulatedto checktheintegrity of theinstructionstream
within eachbasicblockat run-time.Theintegrity monitoris



Table 1. Run­time Loading Overhead
Bench- Total # of instr. # of extra instr. executedwith differ ent IHT size Overhead(%)
marks executed(no IHT) 1 2 4 8 16 1 2 4 8 16

qsort 6117769 548070 548070 548070 240875 240875 8.9 8.9 8.9 3.9 3.9
shalarge 26731742 915786 813904 712416 509440 255720 3.5 3.1 2.7 1.9 0.9

dijkstra large 97874391 8081906 7141306 7141306 7131506 82500 8.3 7.3 7.3 7.3 0.1
bitcount 27226971 1550107 450009 450009 450009 450009 5.7 1.7 1.7 1.7 1.7

stringsearch 51779 4217 4217 3765 3457 3165 8.1 8.1 7.3 6.7 6.1
blow�sh 78914820 2151427 1893357 722599 257865 257865 2.7 2.4 1.0 0.3 0.3
patricia 6192945 615541 615541 615541 364253 277209 9.9 9.9 9.9 5.9 4.5
susan 26843455 753002 499758 442154 261878 261878 2.8 1.9 1.7 1.0 1.0

Average 6.2 5.4 5.0 3.6 2.3
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Figure 5. The normaliz ed program perf or­
mance overhead for diff erent IHT sizes

incorporatedinto the processorpipelineseamlesslyby aug-
mentingtheIF andID stagesof critical instructionswith mi-
crooperations.To reduceperformanceoverhead,wepropose
a novel compiler-assistedclusteringalgorithmto groupre-
lated basicblocks into clustersand insert hash-loadingin-
structionsin the program. At run-time, the programis di-
rectedto load hashvaluesof basicblocks into the IHT in
a bursting fashion. Comparedto previous approachesthat
loadonly onehashvalueeachtime, thenew methodreduces
the performanceoverheadgreatly becausehashvaluesare
loadedat the coarsergranularity level of clustersand stay
in the IHT for repeateduses. Our studiesreveal that the
proposedarchitectureis capableof detectinga wide range
of programcodeintegrity compromises,no matterthey are
causedby securityattacksor transientsoft errors.

References

[1] ASIPMeister. [http://www.eda-meister.org/
asipmeister ].

[2] MiBench.[http://www.eecs.umich.edu/mibench/ ].
[3] SUIF. [http://suif.stanford.edu/ ].
[4] D. Arora,S.Ravi, A. Raghunathan,andN. K. Jha.Secureem-

beddedprocessingthroughhardware-assistedrun-timemon-
itoring. In Proc. DesignAutomation& Test Europe Conf.,
pages278–283,Mar. 2005.

[5] Y. Fei andZ. J. Shi. Microarchitecturalsupportfor program
codeintegrity monitoring in application-speci�cinstruction
setprocessors.In Proc. DesignAutomation& TestEurope
Conf., pages815–820,Apr. 2007.

[6] T. Glokler and H. Meyr. Design of energy-ef�cient
application-speci�cinstructionsetprocessors. Kluwer Aca-
demicPublishers,Norwell, MA, 2004.

[7] D. Lie, C. A. Thekkath,M. Mitchell, P. Lincoln, D. Boneh,
J. C. Mitchell, andM. Horowitz. Architecturalsupportfor
copy and tamperresistantsoftware. In Proc. Int. Conf. on
Architectural Supportfor ProgrammingLanguages& Oper-
atingSystems, pages168–177,Nov. 2003.

[8] J.Lu, H. Chen,R. Fu,W.-C. Hsu,B. Othmer, P.-C. Yew, and
D.-Y. Chen.Theperformanceof runtimedatacacheprefetch-
ing in a dynamicoptimizationsystem. In Proc. Int. Symp.
Microarchitecture, pages180–190,Dec.2003.

[9] J. Peddersen, S. L. Shee, A. Janapsatya, and
S. Parameswaran. Rapid embeddedhardware/software
systemgeneration. In Int. Conf. on VLSI Design, pages
111–116,Jan.2005.

[10] R. RagelandS. Parameswaran. IMPRES:Integratedmoni-
toring for processorreliability andsecurity. In Proc. Design
AutomationConf., pages502–505,July2006.

[11] S.Ravi, A. Raghunathan,P. Kocher, andS.Hattangady. Secu-
rity in embeddedsystems:Designchallenges.ACM Trans.on
EmbeddedComputingSystems:SpecialIssueon Embedded
SystemsandSecurity, 3(3):461–491,Aug. 2004.

[12] G. A. Reis,J. Chang,N. Vachharajani,R. Rangan,andD. I.
August. SWIFT: Software implementedfault tolerance. In
Proc. Int. Symp.on CodeGeneration & Optimization, pages
243–254,March2005.

[13] P. Shivakumar, M. Kistler, S. W. Keckler, D. Burger, and
L. Alvisi. Modeling the effectsof technologytrendson the
soft errorrateof combinationallogic. In Proc. Int. Conf. De-
pendableSystems& Networks, pages389–399,June2002.

[14] G. E. Suh,D. Clarke, B. Gassend,M. van Dijk, andS. De-
vadas.AEGIS: Architecturefor tamper-evidentandtamper-
resistantprocessing.In Proc. Int. Conf. on Supercomputing,
pages160–171,June2003.

[15] Y. Yeh. Design considerationsin Boeing 777 �y-by-wire
computers.In Proc. IEEE Int. High-AssuranceSystemsEn-
gineeringSymposium, pages64–72,Nov. 1998.

[16] X. Zhang,L. Doorn,T. Jaeger, R. Perez,andR. Sailer. Se-
cure coprocessor-basedintrusion detection. In Proc. ACM
SIGOPSEuropeanWrkshp, pages239–242,Sept.2002.


