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Abstract

Asapplication-speci cinstructionsetprocessos (ASIPs)
are beingincreasinglyusedin mobileembeddedystemsthe
ubiquitousnetworkingconnectionshaveexposedthesesys-
temsunder various malicious security attacks, which may
alter the program code running on the systems. In addi-
tion, softerrorsin microprocessos canalsochange program
code and resultin systemmalfunction. At the instruction
level, all codemodi cations are manifestedas bit ips. In
this work, we presenta genealized methodolgy for moni-
toring codeintegrity at run-timein ASIPswhere boththein-
structionsetarchitectue (ISA) and the underlyingmicroar-
chitecture canbecustomizedor a particular applicationdo-
main. Basedon the microopemtion-basednonitoringarchi-
tectue that we havepresentedn previouswork, we propose
a compilerassistecand application-contolled manaement
appoad for the monitoringarchitectue. Experimentake-
sultsshowthat compaedwith the OS-manged schemeand
other compilerassistedschemes,our approach can detect
program codeintegrity compomiseswith mud lessperfor-
mancedegradation.

1 Intr oduction

Reliability and security have becomecritical concerns
for embeddedorocessors. As technologiesscaledown to
the 10nm regime, transistorsare gettingsmallerandfaster
At the sametime, becauseof lower thresholdvoltagesand
tighternoisemaigins, the probability of transientfaults,also
known assofterrors, hasincreasedramatically[13]. Dif-
ferentfrom thepermanenphysicaldamage#n circuits(hard
faults),soft errorsareintermittenttransientfaults. They can
betriggeredby externaleventssuchascosmicraysandonly
changestoredvaluesor signaltransfers.Thus,they canes-
capetestingandfaultanalysiseasily Softerrorsmaychange
programcodeexecutedn processorandcausehemalfunc-
tion of computersystems. At a higher systemlevel, secu-
rity hasemepged as a nev systemdesigngoal in addition
to the traditional designmetricsof performanceand power
consumption[11]. The vulnerability of systemsto mali-
cious software attackshasbeenincreasedramaticallydue
to the increaseof embeddedsoftware contentsandthe per
vasie networking connections.Many security attacks,in-
cluding buffer over ow and fault injection attacks,exploit
weaknesseis acomputersystemandexecutemodi ed code

Acknowledgments: This work was supportedby NSF
grantCCF-054110andNSFCAREERaward0644188.

Zhijie JerryShi
Dept. of ComputerScience& Engineering
University of Connecticut
Storrs,CT 06269
E-mail: zshi@enguconn.edu

for maliciouspurposesAt theinstructionlevel, ary codeal-
terationis manifestedasbit ips. Monitoring programcode
integrity candetectary changesnadeto the programcode
andthusallows the systemto take properactionsto defend
aguinstattacksor recover from errors. A singlemonitorcan
sene for bothreliability andsecuritypurposes.

We are interestedn embeddingprogramcode integrity
monitoring mechanismsn Application-Speci c Instruction
setProcessorgASIPs),which have emegedasanimportant
designchoicefor embeddesystemshecausdhey combine
the e xibility of softwarewith theenegy-efciency andhigh
performanceof dedicatedhardware extensions[6]. ASIPs
targeta speci ¢ applicationdomain,andallow designergo
customizeboththeinstructionsetarchitecturgISA) andthe
underlying microarchitecturefor the speci ¢ applications.
Very oftenthetargetapplicationsarewell understoodat the
designstage Hence usefulapplicationcharacteristicsanbe
extractedfor improving run-time performance.ASIPs also
provide a good platformfor integratingcodeintegrity mon-
itoring mechanisménto the designprocessecausef their
e xibility in customizingbothISA andmicroarchitecture.

1.1 Paper Overview and Contrib utions

In this paperwe proposea compilerassiste@pproachor
reducingperformanceoverheadof a programcodeintegrity
monitorpresentedh [5]. Themonitorensureshattheexecu-
tion of a programdoesnot deviate from its expectedbeha-
ior by comparinghe dynamicexecutionpropertiescollected
atrun-timewith the expectedones.Whena mismatchis de-
tected themonitorthrows anexceptionto triggerappropriate
remedymechanisms.

Although thereare other hardware-assistearchitectural
mechanismdor security purposed4], their separatehard-
waremodulesarenot directly coupledwith microprocessors
andthusthey usuallyresultin considerablg@erformancend
hardware overheadsIn our proposedmethod,boththe ISA
and underlyingmicroarchitectureare enhancedo incorpo-
rate the code monitoring mechanismthrough microopera-
tion' speci cation. The hardware monitor is seamlesslyn-
tegratedwith the processopipeline. Thereforethe areaand
performanceverheadaresmall.

To furtherreducethe performanceoverheadwe propose
an approachthat allows applicationsto managethe moni-
toring resourceswith the assistancef the compiler With
the executioncharacteristicef embeddedapplicationscol-
lected,the monitor canbe utilized moreef ciently andthus

IMicrooperationsareelementanoperationgperformedon datastoredin
datapattregisters.



incurlowerperformanc@verheadhanusingotherOS-based
or application-basethanagemergéchemes.

The remainderof the paperis organizedasfollows. We
rst giveasuney of therelevantpreviouswork in Section2.
Section3 brie y describeshe monitoringarchitecture Sec-
tion 4 detailsthe compilerassistednanagemerschemeor
themonitoringarchitecture Section5 present&xperimental
resultsandSection6 draws conclusions.

2 RelatedWork

Monitoring codeintegrity atrun-timehelpscomputersys-
temsdefendagainstmaliciousattacksandrecover from soft
errors. Therehasbeena lot of work on thesetwo problems.
However, mostwork stayseitherat high level (softwareap-
proach)or low level (hardware-base@dpproachandtargets
individual problemonly.

To prevent security attacksthat executemaliciouscode,
checkpointcanbe placedat oneor multiple softwarelayers
in asystem.However, therearealwaysnew attackseemeping
to circumwentthe checkpointglacedat certainstages.For
example,the OS may checkthe integrity andauthenticityof
aprogrambeforeloadingit into memory Thecode however,
canbemodi ed in memoryby attaclersafterthecheckpoint.

Severalhardwareapproachesave beenproposedo pro-
tectthe codewhenit is storedin memory [7] [14]. They
focus on the memory systemand assumehe processoiit-
self is secure.Neverthelessthe instructionsmay be altered
whenbeingtransferrednto the processoor whenstoredin
the instructionwindow dueto soft errorsor injectedfaults.
In addition,encryptionanddecryptionof instructionsat run-
timerequireverysophisticatedryptographienginesandof-
ten degradethe systemperformance Zhanget al. proposed
a separatesecureco-processofor monitoringcritical kernel
datastructureg16]. Thesecureco-processghowever, is too
expensve to beusedin low-endcomputingdevices.

Typical approaches$o countersoft errorsrely on redun-
dantresourcesAn operationis performedin severalidenti-
calcircuitssimultaneouslyr in onecircuit atdifferenttimes.
Any discrepancieamongtheresultsindicatesofterrors.For
example,the Boeing 777 aircraft hasthree processorand
databuseq15]. Redundang of hardwareis hormallyexpen-
sive, especiallyfor embeddedystemdesignwhereboththe
sizeandcostarecritical. SWIFT addressethe problemwith
softwareapproache§l?]. An operationis performedtwice
with two copiesof codeon different registerswith identi-
calvalues.This methodcannotdetectmultiple-bitfaultsand
assumeshata processohassufcient resourcesn parallel
(registersand functional units) to executeredundantcodes
without signi cant performancelegradation.

Recently Arora et al. proposeda run-time monitoring
mechanisnmimplementedwith hardware[4], to monitor the
integrity of instructionstreamsandthe inter-procedurabnd
intra-proceduratontrol o w aswell. Their monitoris sepa-
ratedfrom the pipeline,introducinglong latenciesandthus
haslarge performanceoverhead. Our monitor presentedn
[5] isintegratedinto pipelinestageseamlesslyandthemon-
itoring operationsarehiddenby critical pathsof the proces-
sor pipeline. Thereforeour methoddoesnot slow down the
processos cycletime.

Rageletal. proposedMPRESto monitorprocessoreli-
ability andsecurity in which a specialregisterstoresthe ex-
pectedchecksunof a basicblock andthe valueis compared
with the checksungenerateédt run-time[10]. Theirmethod

reliesoninsertinganextrainstructionin every basicblockto
setchecksumin the specialregister andthusresultsin sig-
ni cant codesizeincreasendperformancelegradation Our
work is similar to theirsin termsof compilerassistednan-
agemenbf themonitoringarchitecture However, our moni-
toris morecapablghantheirsandallows usto utilize execu-
tion characteristicef applicationsto achieve muchsmaller
performanceverhead.

Themonitorwe proposedn [5] hasaninternaltablecou-
pled with the processopipelineto storeexpectedbehaiors
of programs.In [5], we assumedhe on-chiptableis man-
agedby the operatingsystem(OS). Whenerer the program
in executiondemonstratea behaior thatcannotbefoundin
thetable,the OSwill take over control. It canupdatethe on-
chipexpectedehaior table. Althoughthescheménasmary
adwantagestheinvolvemenif OSintroducesion-ngligible
performanceoverhead. In this paper we proposean al-
ternatve approacha compilerassisted@pplication-managed
schemefor managingthe on-chip expectedbehaior table.
Theneaw approachncursmuchlower performanceverhead.

3 Codelntegrity Monitoring Ar chitecture

In this section,we rst describethe programcodein-
tegrity monitor we proposedn [5] andthendiscussthein-
ternalhashtable(IHT), oneof theimportantcomponentsor
storingexpectedbehaiors of programs.

3.1 Codelntegrity Monitoring Architecture

We monitor codeintegrity by comparingtwo hashvalues
of instructionstreamsashashvaluesarea goodindicatorof
codeintegrity. Any codechangedetweertwo hashcompu-
tationsresultin differenthasheswvith high probabilities.We
computeonehashvaluebeforea programstartsandconsider
it astheexpectedbehaior of the program.The otherhashis
generatedby the processoat run-timeandconsideredsthe
dynamicbehaior of the program.Differenthashesndicate
that the codehaschanged.The errorsthat can be detected
are determinedby the hashalgorithms. In [5], we started
with a widely adoptedassumptiorof simplefaults: consid-
eringonly asinglebit ip in abasicblock of programcode,
andemployedasimplechecksunfunction, XOR.

The granularitylevel to characterizeéhe programs prop-
erties(computehashin our method)affectsthe designcom-
plexity andeffectivenesgreatly We selectedo monitorthe
codeintegrity atthebasicblock level [5] because) it is easy
to detecttherangeof basicblockswith hardware,b) thehash
of instructionsin a basicblock can be computedeasily at
run-time and beforethe programstarts,andc) ary changes
to the codearedetectecpromptly at the endof basicblocks,
asmostof themhave lessthan100instructions.

The location of the code monitoring mechanisnis also
crucial for capturingmore potentialcodechanges.We de-
cidedto incorporatehe monitoringmechanisninto the pro-
cessomipeline and performthe checkingin the instruction
fetch (IF) anddecodg(ID) stages.By doing so, we cande-
tectary codealterationsthat take placebeforeinstructions
arefetchedinto the processopipeline.

Figurel depictsthe conceptuablock diagramof the pro-
posedmonitoringarchitecture.The original processodata-
pathis representedby a typical in-order ve-stagepipeline.
The pipeline stagednteractwith the instructioncache data
cache,andcontrol logic. For the purposeof codemonitor
ing, the pipelineis extendedwith a Codelntegrity Checler



(CIC), whereaninternalhashtable (IHT) is setup to store
expectedhashvalues,a hashfunctional unit (HASHFU) to
computethe propertiesof the programin execution,anda
comparato(COMP) to detectdeviation of programexecu-
tion from the permissiblebehaior at run-time. Exception
signalswill beassertedvhenahashmismatchis found. The
OSor recovery codewill benoti ed to respondvith actions,
e.g.,terminatingthe program.

In theIHT, eachentryis atuple (Adds ; HASH) associ-
atedwith a basicblock, whereAdds; is the startingaddress
of thebasicblock andH ASH the expectedhashof instruc-
tionsin thebasicblock.
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Figure 1. Block diagram of the proposed mon-
itoring architecture

In the IF stage afteraninstructionis fetchedand stored
in theinstructionregisterIR, it is alsofed into HASHFU. A
control signaldecideswhetherHASHFU shouldstartcom-
puting hashfor a new basicblock or continueupdatingthe
accumulatechashfor the currentbasic block. In the ID
stagejf aninstructionis detectedndicatingtheendof aba-
sic block, i.e., a control o w transferinstruction,the IHT is
searchedor the expectedhashvaluefor the basicblock. If
the basicblock is found in IHT, two hashesthe expected
hashandthe dynamichash,arecompared.A controlsignal
is alsogeneratedow to notify HASHFU to startanew round
of hashcomputatiorfrom the next instruction.

Sincethe CIC is incorporatedn the processompipeline,
relatedmonitoring microoperationsare distributed into dif-
ferentstagesandare hiddenby the critical pathof the pro-
cessor Thus,the CIC will not extendthe cycle time of the
processarMoreover, sincethe codemonitoringmechanism
is working at the microoperatiorievel, a level below thein-
structionsthemechanisntannotebypassedy softwareor
compromisedy malicioususersthusproviding aneffective
detectiormeasure.

3.2 Internal Hash Table

The IHT, where expectedhashvaluesare stored, plays
animportantrole in the codeintegrity monitoringarchitec-
ture. Whenprogramexecutionproceedso the endof a basic
block, the IHT is searchedor the basicblock andits ex-
pectedhash. If the basicblock is foundin the IHT andthe
dynamichashmatcheghe expectedone, it is a hashhit and
we considerthatthe basicblock is intact. If the basicblock
is foundin theIHT but thedynamichashdoesnot matchthe
expectedone(de ned ashashmismatt), or the basicblock
is notin the IHT atall (de ned ashashmisg, anexception
is raisedwith differentsignalsindicatingthe cause.The OS

or recovery codewill take over the controland decidehow
torespond.

Onecanconsiderthe IHT asa cachefor the full hashta-
ble (FHT), which storesthe expectedhashvaluefor all the
basicblocksin aprogram.ThelHT hasonly alimited num-
ber of entries,andthusit may be a subsetof the FHT. The
IHT managemeris importantfor reducingthe performance
overheadf CIC.

The IHT canbe managedy the OS[5]. With this ap-
proach,the compiler generateshe expectedhashfor each
block. All the hashvaluesaresimply attachedo the appli-
cation codeand dataand loadedinto a sectionof memory
managedy the OS whenthe applicationstarts. The hash
valuescaneven be computedafter binary codeis generated,
e.g.,by a specialprogramor the OS applicationloader At
the endof a basicblock execution,an exceptioncausedoy
ahashmismatchwill signalthe OSto terminatetheapplica-
tion. Onahashmiss,the FHT will be searchedIf the basic
block is foundin the FHT, one or more hashvalueswill be
loadedinto the IHT accordingto the selectedreplacement
policy. If thebasicblockis notin the FHT either or the dy-
namichashis differentfrom the expectedvalue,the OSmay
terminatethe program.

The OS managedchemehasseveral advantageslt does
not increasethe compleity of compilersvery much, and
doesnot changethe codesize at all. In the OS managed
schemetheloadingof expectedhashvaluesis determinedy
dynamicexecutionpathswhich arenotavailableatcompile-
time. However, the off-chip memoryaccessefor searching
the FHT on hashmissesintroducesigni cant performance
overhead.

Alternatively, the expectedhashvaluescanbeloadedinto
the IHT by applications,as seenin [10]. If applications
manageheIHT, compilersneedto insertat properlocations
in programshe instructionsthatload expectedhashvalues,
which can be encodedas immediateor obtainedfrom the
datacacheor memory Althoughthereis considerablger
formanceoverheadin the approachpresentedn [10], e.g.,
18%for applicationadpcm:encodewe foundthattheinef -
ciengy doesnotcomefrom thecompilerassisteanechanism.
Becauseat compile-time, there is plenty of application-
speci c informationthatmay helpachieve higheref ciency.
The previous application-managedpproachhowever, does
not utilize this kind of information. It simply treatsa pro-
gramasa seriesof basicblockswith instructionstreamsn,
andmonitorstheintegrity of eachbasicblockseparatelyThe
correlationbetweerbasicblocksin aprogramis notexposed
at compile-timefor laterdynamicmonitoring. In this paper
we proposean approachto exploit the temporallocality of
programbasicblocksfor betterperformance.We de ne a
hash-loadingnstructionthat speci es explicitly what hash
valueis loadedinto which entryin the[HT. We thenpropose
an effective algorithmto locatethe appropriatdocationsfor
insertinghashtableloadinginstructionsand nd therelated
basicblocksthat eachloadinginstructioncovers. With so-
phisticatedapplication-controlledHT managemengssisted
by compiler andthe correspondingnicroarchitecturabup-
port, we canutilize the programcodeintegrity monitorwith
muchlessperformancealegradation.

Our previouswork focusedon microarchitecturamodi -
cationsfor monitoringandassume@nOSis in placeto han-
dle IHT missesandreplacementfs]. In thiswork, we adopt
thesimilar run-timemonitoringmicroarchitectureHowever,
we studyalternatve application-controlledHT management
schemes.



4 Application-controlled IHT Management

We proposea compilerassistedapplication-controlled
IHT managemenscheme wherethe hashvaluesof a se-
ries of basicblocks canbe pre-loadedo on-chipresources
for monitoringthe executionin a time window. Beforethe
executionreacheghe endof a basicblock, the correspond-
ing hashshouldhave beenplacedin the IHT for run-time
integrity checking.Thisis very challenging.

Previousresearchwork hasshown thatloadingthe proper
hashvalue in eachbasic block introducesa considerable
performanceoverheadto applicationexecution[10]. Our
approachdiffers from the previous work by exploiting
application-speci dnformationfor improving performance.
With the multi-entry IHT, we areableto load multiple hash
valuesonceinto the IHT but to monitor severalbasicblocks
thataregoing to executeconsecutiely andrepeatedly The
in-processoifHT is actingasa cacheto the full hashtable
(FHT) in memory Similar to the cacheprefetchingtech-
niques[8], ourapproactexploitstheapplication-speci cex-
ecutioncharacteristicto directthe preloadingof IHT values
for reducingthe performanceverhead ThelHT will bebet-
terutilized if thehashvaluesfor the basicblocksinvolvedin
frequentlyexecutedloopsare pre-loadedogether Figure2
illustratesonesimplecontrol o w graph(CFG) examplefor
a program,whereseveral nodes,bh, bky, andblky, form a
loop. Eachnoderepresents basicblock, andthe edgebe-
tweennodesindicatescontrol ow, e.g.,at the endof bh,
the programcontrol ow is transferredto bly. Eachedge
is labeledwith its executionfrequeng obtainedfrom pro |-
ing. For eachnode thetotal weightof theincomingedgesds
equalto that of the outgoingedges.Assumethe numberof
IHT entriesis 4, thehashvaluesof thethreebasicblockscan
beloadedonly oncebeforetheloopis executed(i.e., in bhy),
andall the loop iterationscanbe monitoredthereafter We
de ne thecostof IHT loadingonaperentrybasise.g.,when
loadingthe hashvaluesfor thethreebasicblocksin theloop
oncein by, the loadingcostis 3 time units. Note thatthe
time unit is determinedoy the datacacheaccesgime (nor
mally onecycle). However, in thechecksunregisterscheme,
every basicblock executionhasto loadits hashonce,andthe
total loading costfor theloop is 3(n + 1) time units. It is
intuitive to seethatburstingpre-loadingcanreducethe per
formanceoverheadyreatly

Figure 2. A simple CFG with a loop

4.1 ProblemDe nition

The problemthenboils down to nd anoptimalloading
policy for the IHT with a x ed numberof entriesfor ary

programs,so that the IHT loading overheadis reducedto
minimum. A strict requirements posedon the loadingpol-
icy: it shouldguaranteghatthe hashvalue of a basicblock
is alreadyin the IHT beforethe basicblock nishes execu-
tion. Therefore,a hashmissindicatesa behaior violation,
andthe FHT is not searchedy the OS. With multiple en-
triesin the IHT, the programCFG is analyzedat a coarser
granularitythanthe basicblock level to minimize the load-
ing overhead We de ne abasicblock clusterasasetof basic
blocksthat have their hashvaluesloadedto the IHT at the
sametime in onebatch. Only whenthe programexecution
switchesrom oneclusterto anotherthe contentof the IHT
is changed.This is similar to contect switchingin process
managementWe needto seekan algorithmfor clustering
the basicblocksin a programto minimize the inter-cluster
switchingoverheadwith the constraintof maximumcluster
sizebeingdeterminedy thesizeof the IHT.

At run-time,whena programis executed differentbasic
blocks may have different executionfrequenciesand there
may bevariouspathsconsistingof differentbasicblockstra-
versed. We obtainthe frequeng information for the basic
block nodesand control o w transferedgesfrom pro ling
andintegrateit in the programCFG, whereeachedgeis la-
beledwith its executiontimes. The problemis thenformu-
lated asfollows. The CFG of a program,G(V; E; W), is
given, whereV representshe setof basicblock nodesvy,
V2, ,Vn, E isthesetof edgese;; , with i referringto the
sourcenodeindex for thisedgeand] thedestinatiomodein-
dex, andW denoteghesetof edgeweights,wi; . Thegraph
is partitionedto mary clustersc;, ¢;, , &n, Wherethenum-
ber of clustersm is not x ed, andthe numberof nodesin
eachclusteris lessthanthe size of the IHT, K, sothatthe
total inter-clusterswitching costis minimum (we will give
thedetailedcostfunctionlater).

4.2 Algorithm Description

A graphpartitioningproblemasdescribedboreis knowvn
to be NP-complete.We develop our iterative-improzement
basedheuristicalgorithmfor this problem. Algorithm 1 be-
low shaws the pseudocode. The input is the CFG of the
programandthetotal numberof entriesin the I[HT (K ). We
alsosetothertwo constraintdor our iterative-improrzement
algorithm, the maximumiterationsallowed (R) andthe up-
per limit for costincreaseafter oneiteration(M ). We rst
constructa simpleinitial clusteringsolution,andour algo-
rithm will improve the solutionthroughiterations. The out-
ermostloop of the algorithm(Lines4-36in Algorithm 1) is
for controlling the maximumnumberof nodesallowedin a
cluster num. The num startsfrom 2, and scalesup with
a stepof 1 for eachrounduntil it reacheghe physical con-
straint,the numberof entriesin the IHT (K ). Throughthis

ne-grained control, the designspaceof clusteringscanbe
morethoroughlyexploredfor the bestsolution.

As edgesin a CFG representontrol o w transfers,and
hencendicatepossibleexecutionpathsit is intuitiveto place
several consecutie basicblocksinto one clusterandload
their hashvaluesat one time. Thus, insteadof randomly
constructinga clusteringsolutionto startwith, we employ
adepth- rst-searcHDFS) methodto generategheinitial so-
lution (Line 2 in Algorithm 1). All the nodesin a CFG are
sortedin aDFSorder andnodesthatareconnectedirecan-
didatesfor elementsn multi-nodeclusters.

For a clusteringsolution, two lists can be generated:a
singlenodelist anda multi-nodeclusterlist. Eachimprove-



mentiterationcontainstwo phasegLines 6-34). At phasel

(Lines9-18), eachmulti-nodeclusterejectsonenodewhich

resultsin the leastcostincrease.At phase2 (Lines 19-28),
eachsinglenodeis goingto searchall its connectedlusters
for theonewhich,whenmemgedwith thenode,decreasethe

costmost. To reducethe possibility of the solutionsearch-
ing stayingin a local minimum (e.g.,at phasel, a nodeis

ejectedfrom a cluster andat phase?, the clusteris selected
to meige with this nodeagain), we processhe nodesin the

singlenodelist in arandomorderat phase2.

The costsfor movesemployedin phased and?2 areeval-
uatedseparatelyasillustratedin Figure3. Thetop direction
(from left graph(a) to right graph(b)) demonstratethe case
whena clusteri of sizes is ejectinga nodej . And thebot-
tom direction (from ( 3 to (a)) is for the caseof nodej be-
ing meigedto clusteri®. cost, and cost, arede nedas
the costincreasdor an ejectingmove anda memging move,
respectrely. In graph(a), the incoming edgesof clusteri
canbeclassi ed into two catgyories: thosewith their desti-
nationasnodej andthosethat point to othernodesin the
cluster Thetotal weightsfor thesetwo catejoriesof edges
arep andq, respectrely. Similarly, the outgoingedgesof
clusteri canbe put into two cateyoriesaswell, with their
total weightsaso andr. Nodej alsohasotherinternalin-
comingandoutgoingedgeswith their weightsasm andn.
Whennodej is ejected,the internal edgesbetweenj and
othernodesin clusteri becomenter-clusteredgesandwill
introduceloading costs. Also, edgeswith weightq change
their destinationgfrom clusteri with sizes to clusteri O with
sizes 1). Edgeswith weightp changetheir destinations
from clusteri to nodej (sizechangdrom sto 1). Thesefour
edgesp;q; m; n, causeoading costchanges.Equation(1)
givesthetotal costincreaseor ejectingnodej , whereeach
inter-clusterloading costis the productof edgeweight and
thesizeof thedestinatiorcluster

Phase 1 move: ejecting node from cluster

cluster i * 0
(size s- l) i

Phase 2 move: merging node into cluster

cluster i
(S|ze s)

Figure 3. Costs of diff erent moves

coste(nods ; cluster;)

= ml+n (s D+pl+qg(s 1) ps gs
= m+n(s D+pl s) q 1)
Thebottomdirectionin Figure3 showns the corversecase

whenanodej is meginginto aclusteri®. % Thecostincrease
for thememging moveis givenin Equation(2).

costy (nodg ;clusterio) = p (s 1)+q n (s 1) (m)
2

Algorithm 1 CFGClustering
Input: CFG - G(V; E; W), total numberof entriesin the
IHT - K, iteration stop cost criterion - M, maximum
iterationsallowed- R
Output: optimalclusteredCFGwith the minimumcost
1: settheinitial maximumclustersizenum = 2;
2: Performdepth- rst-searchDFS(G; nhum), for a sorted
list of nodesgettheinitial clusteringsolutionSy;

3: Snew = So;

4: while num < K do

5. counter=0;

6:  while counter < R andcostyass < M do

7 S = Spew: COShass =0,

8: gettwo listsfor S: singlenodelist andclustetrlist;

9: for eachclusterclr; in theclusterlist do

10: Ngect=null, cost(nullclri) =1 ;

11: for eachnoden; in clr; do

12: if cost(nj;clri) <  coste(Nselect;Clri)

then

13: Nselect = Nj;

14: endif

15: endfor

16: ejectngelect from clrj to singlenodelist, update
theclusterlist;

17: COSthass = COSlpass +  COSte(Nselect; CITi);

18: endfor

19: for eachnoden; in singlenodelist do

20: Clrserect=null, costy (nj;null) = 1 ;

21: for eachclusterclr; thatn; is connectedo do

22: if costn(n;j;clri) < costy(nj;clrseiect)

andsizeoflri)< num then

23: Clrselect = Clry;

24: endif

25: endfor

26: meigen; andclr seiect, andupdatetheclusterlist
andsingle nodelist;

2 COSthass = COStyass +  COStm (N} ; Clr serect);

28: endfor

29: anew clusteringsolutionS,,, is generated;

30: if cost M then

31: Shew = S;

32: endif

33: counter++;

34: endwhile

35 num++;

36: endwhile

37 Stinal = Snew;

38: outputthe nal clusteringsolutionSs i, andthe total
cost.




By applying mary suchejectingand meiging movesin
a pass,eachiteration can possiblyreducethe loading cost.
The costincreasdor aniterationis de ned ascostyass . For
eachroundwith certainnum value,theiterationloop stops
wheneithercosty,ss reaches pre-setvalue(normallysetto
0 for convergence)or the numberof iterationshasreached
the maximumallowed value (Line 6 in Algorithm 1). Af-
terK  1rounds;the nal clusteringsolutionandthe total
loadingcostareoutput.

Thecompleity of thealgorithmisN? (K 1) M, where
N representshetotal numberof nodesin theCFG,K isthe
sizeof the IHT, andM is the maximumallowed iterations.
Oursimulationresultsshav thatwith areasonablaumberof
iterations,the clusteringalgorithmcanachiese a signi cant
reductionin the loading overheadcomparedo the scheme
of loading checksunvaluesat the beginning of every basic
block.

5 Experimental Results

In thissectionwe rst brie y describehedesignmethod-
ology for incorporatinga programcode integrity monitor
into ASIPs,thenpresentexperimentalresultson evaluating
systemoverheadof the codeintegrity monitor, and nally
compareghemuwith resultsof otherapproaches.

5.1 Hardware/Software Co-design Methodology
for the CodelIntegrity Monitor

We emplgyed an automaticsynthesistool - ASIPMeis-
ter[1] to incorporatea programcodeintegrity monitorin an
embeddegrocessarThelSA canbespeci edto includean
IHT loadinginstruction,andthe correspondingegular re-
sourcedor the datapathandextra hardwaremodulesfor the
monitorareselected Synthesizabl&HDL codefor thecus-
tom ASIP aregeneratedrom the ASIP MeisterHDL genef
ator The associatedetagetablesoftwaretoolset,including
a compiler simulator and assembleris also automatically
generatedor the customizedprocessors.Due to the space
limit, we skip theimplementatiordetails[5, 9].

5.2 Program Code Sizelmpact

We adoptedthe SUIF [3] tool setfor programpro ling
andobtainedhe CFGfor our clusteringalgorithm. Giventhe
numberof entriesin thelHT, ourclusteringalgorithmcande-
terminewherein the programto insertloadinginstructions,
andhow mary instructionsareinsertedtogetherfor a cluster
of basicblocks.Boththecodesizeincreaseandloadingtime
overheadsareevaluatedatthe endof our algorithm.

Figure 4 shows the code size of eight applicationsin
MiBench [2] for differenthashtable sizes(varying from 1,
2, 4, 8, to 16), normalizedto the original code size with-
out the monitoringmechanisn{no IHT). Whenthe number
of entriesis 1, eachbasicblock hasits own loadinginstruc-
tion, andour approactdegenerateso the checksumoading
methodaspresentedh pape10]. Theaveragecodesizein-
creasegatefor the caseof 1-entrylHT is 5.13%. Thereason
for thesmallincreaseateis thatthe loadinginstructionsare
only insertedin eachbasicblock, which hasan averagesize
of 10-100instructions Whenthetablesizeis largerthanone,
loading instructionsare insertedat eachinter-clusteredge.
Thus,for mary applicationsthe programcodesizeincreases
slightly asthetablesizeincreases.
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Figure 4. The normaliz ed code size of applica-
tions with the integrity monitoring mechanism

5.3 Performancelmpact

The programperformancewill be degradedwith the in-
tegrity checkingmechanisnbecausedditionalinstructions
are executedat run-timeto load hashvalues. Table 1 gives
detailedstatisticsfor run-timeprogramexecution.Column2
reportsthetotal numberof programinstructionsexecutedor
the baselinearchitecturevithout codeintegrity monitor, i.e.,
asingle-issueé-stagePISA processarColumns3-7 give the
numberof extrainstructionsxecutedor theenhancearchi-
tecturewith anlHT of 1, 2,4, 8, and16 entries respectiely.
Columns7-12givethecorrespondingerformanceverhead.
Notethatthe averageloadingoverheadover the eightappli-
cationsis only 3.6% for 8 entries,and2.3% for 16 entries
with the basicblock clusteringalgorithm.

As our approachdegeneratego the method presented
in [10] whenthe IHT sizeis 1, we next make comparisons
betweerourapproactandthepreviousone.Figure5 demon-
strateghenormalizedoerformanceverheadasthe IHT size
variesfrom 1 to 16. The performanceoverheadis de ned
as the total numberof loading instruction executionsnor-
malizedto the numberfor the caseof 1-entry IHT. Differ-
entcurvesrepresentlifferentbenchmarksandeachdotona
curve corresponds$o alHT tablesize. Our experimentalre-
sultsshaw thatfor all thebenchmarksheperformancever
headdecreasesasthe table size increasesespeciallywhen
thelHT entrynumbereachesipto 8 or 16. Theaverageper
formanceoverheadeductionfor a8-entrylHT is 49.5%,and
66.4%for a 16-entrylHT. With a considerableclustersize
(IHT tablesize),mary loopsof basicblockscanbe grouped
into clusters.Thus,theloadingoverheads greatlyreduced.

Theareaoverheadandthefault coverageandanalysisare
the samewith the OS-managedcheme.Pleaseeferto the
previouswork [5] for moredetails.

6 Conclusions

In this paperwe presentanapproactof compilerassisted
architecturalsupportfor monitoring the programcode in-
tegrity in embeddedprocessors.A monitoring mechanism
is formulatedto checktheintegrity of theinstructionstream
within eachbasicblock at run-time. Theintegrity monitoris



Table 1. Run-time Loading Overhead

Bench- Total # of instr. # of extra instr. executedwith different IHT size Overhead (%)
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