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Security Function Crypto Algorithm

Confidential messages

Symmetric key algorithms
DES, 3DES, AES

Secret key exchange
over public networks

Diffie-Hellman, RSA

User authentication

Public-key algorithms
RSA, ECC

Data integrity

Hash algorithms
SHA-1, MD5
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Configure at factory initialization
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Configure at design time

— Secure memory

— Crypto accelerators

— Hardware memory lock

Configure at factory initialization

— Generation of device master key

— Choice of crypto algorithms

Configure at owner initialization

— Owner’s information (e.g. owner’s keypair)

Configure in the field
— Authentication method
— Authentication data
— Code upgrading
— Change ownership

e SoC vendor can build in security functions
without becoming security expert

e Security functions are used by third-party
software/service providers

e We provide a security IP module with
— Secure memory for secrets and important code

— Basic set of crypto algorithms for important security
functions

— Reconfigurable options
— Secure bootup
— Scalable in cost, performance, size and power
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